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I. INTRODUCTION 

The usage of Biometric Technologies in Access 

Control System (ACS) has grown in the last few 

years, mainly because they offer big advantages 

over traditional ACS such as radio frequency cards 

(RFID) or Personal Identification number (PIN) 

codes. This is due to an all-around realization that 

the most important assets companies should 

preserve its information it is the core element that 

provide values today’s corporate panorama. It is 

common to see available prebuild ACS at sale; that 

any person or company can use it as is. But, there is 

a very common problem with these types of 

systems, as they are a closed box with no prospect 

of adaption and often incompatible with pre-

existent systems running at those companies. So, 

we are going to follow a research work on current 

technologies use in ACS, identifying their 

advantages as well as their gaps, in order to achieve 

a fully open system capable of total integration with 

an existing infrastructure. Biometric technology 

uses different kind of techniques for authentication 

or different characteristics of human like their 

fingerprints, Hand geometry, iris, face, retina. Here 

in our paper we are proposing biometric 

authentication Using face detection. 

 
Fig. 1: Types of Biometrics 

 

There are few characteristics of human body that is 

not feasible to use for the biometric authentication 

[12]. After collecting all pros and cons we came up 

with the solution that we can use these five 

parameters for authentication. They are 

Fingerprints: Fingerprint is the pattern of valleys 

and ridges on the surface of finger prints. They are 
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different from person to person and also different 

between fingers on that person, making it one of the 

most. 

Retina: It is considered to be the most secure 

biometrics as it examines the vascular configuration 

of the eye. It is next to impossible to replicate and 

also very stable during someone’s lifetime although 

susceptible to some diseases like diabetes or 

glaucoma. 

Face:On a daily basis face recognition is clearly the 

most common biometric used by humans in order to 

identify one another. Facial recognition can be 

made either by getting the location and shape facial 

attributes as well as their spatial relations or by 

making overall analysis of the face image. 

 

Here in this paper we are proposing a very secured 

biometric system using encryption and decryption 

techniques. Triple DES encryption and decryption 

techniques is used to make the credentials secure 

from the outside user.  

A. DES: (Data Encryption Standard), was the first 

encryption standard to be recommended by NIST 

(National Institute of Standards and Technology). It 

is based on the IBM proposed algorithm called 

Lucifer. DES became a standard in 1974. Since that 

time, many attacks and methods recorded that 

exploit the weaknesses of DES, which made it an 

insecure block cipher. 

 B. 3DES: An enhancement of DES, the 3DES 

(Triple DES) encryption standard was proposed. In 

this standard the encryption method is similar to the 

one in original DESbut applied 3 times to increase 

the encryption level. 

 

II. LITRATURE SURVY 

Over the years many contributions were done to the 

field of face detection and recognition. G. Yang 

came up with Multiresolution rule method. This 

knowledge based method used the structural nature 

of the face for detection [4]. Feature based method 

uses the facial features [5][6], skin color [7][8]and 

combined multiple features [9]of the face for better 

accuracy and detection speed. In order to increase 

the detection speed, the accuracy is sacrificed. For 

this, a steady and uniformly scaled images using 

template matching method was employed. 

Predefined face templates [10] and deformable 

templates [11] were incorporated which was 

completely based on the International Journal of 

Computer Trends and Technology (IJCTT) – 

volume 25 Number 1 – July 2015 ISSN: 2231-2803 

http://www.ijcttjournal.org Page 55 template (a 

predefined structure) without using learning. 

Appearance based methods gives faster detection 

speeds, more accurate results and adaptive nature 

that could distinguish a face from a non-face in any 

environmental conditions. Neural networks [12] is 

commonly used model for getting the desired 

results.A very fast and accurate approach to detect 

an object was devised by viola and Jones[18] in the 

year 2001. Nowadays, this method is used in cell 

phone cameras, security perimeters and also in our 

paper we are detecting face using viola jones 

method. Due to the use of Haar features and 

adaboost machine learning computational speed 

increased. And within a millisecond a face can be 

detected in a frame. Further improvements were 

done by Lienhart and Maydt [19] in the year 

2002.In this method, firstly, the value of all pixels 

in greyscale images which are in black accumulated. 

Then, they subtracted from the total of white boxes. 

Finally, the result will be compared to the defined 

threshold and if the criteria is met, the feature 

considers a hit. 

 

In [20], we see that if an image of a random size 

contains a face of a person, it must be known by a 

face detector. One way to solve the problem is 

using classification of binary which has a particular 

classifier is made to reduce the risk of 

misclassification. Since we can’t know the real 

previous probability for a particular picture to have 

a face, in order to achieve an acceptable 

performance, the specific algorithm must reduce 

both the false negative and positive rates. 

This goal needs a specific arithmetic set of what 

differentiates faces of people apart from other 

things. These features can be known with Adaboost, 

a new committee learning algorithm which depends 

on a group of classifiers that are too weak to form a 

stronger thing through a mechanism of voting. 

Generally, if a classifier is too weak, it can’t meet a 

previously set target of classification in terms of 

errors. 
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III. ALGORITHM COMPARISON TABLE 

 

Name Descript-

ion 

Adva

ntage

s 

Disadvanta

ges 

1.Data 

Encry

pt-ion 

Standa

rd-d 

(DES) 

DES uses 

a 56-bit 

key and 

runs 

through 16 

cycles of 

48-bit sub 

keys. 

When 

decrypting 

the data, 

the exact 

reverse 

operation 

is 

performed, 

using the 

same 

algorithm. 

The same 

key is used 

for the 

entire 

process. 

56-bit 

key is 

used 

in 

encry

ption 

and 

there 

are 

256 

possib

le 

keys. 

A 

brute 

force 

attack 

on 

such 

numb

er of 

keys 

is 

impra

ctical. 

Hardware 

implementa

tions of 

DES are 

very fast; 

DES was 

not 

designed 

for 

software 

and hence 

runs 

relatively 

slowly. 

 

2. 

Triple 

Data 

Encry

ption 

Standa

rd 

(3DES

) 

3DES 
expands 

the size of 

the key by 

running 

the 

algorithm 

in 

succession 

with three 

different 

keys. It 

makes 48 

passes 

through 

the 

algorithm. 

It has 

the 

prove

n 

reliabi

lity 

and a 

longer 

key 

length 

that 

remov

es 

more 

attack

s that 

can be 

It may not 

be strong 

enough to 

protect data 

for very 

much 

longer. 

The 

resulting 

key is 168 

bits; this 

can be 

hard to 

implement

, so there 

is also a 

two-key 

option 

provided 

in 3DES 

that runs 

through a 

method 

called Enc

rypt-

Decrypt-

Encrypt 

used 

to 

 

reduce 

the 

amou

nt of 

time it 

takes 

to 

break 

DES. 

3. 

Advan

c-ed 

Encry

pt-ion 

Standa

-

rd(AE

S) 

AES, is a 

symmetric 

block 

cipher that 

can 

encrypt 

data 

blocks of 

128 bits 

using 

symmetric 

keys 128, 

192, or 

256. Brute 

force 

attack is 

the only 

effective 

attack 

known 

against 

this 

algorithm 

 

 

It uses 

higher 

length 

key 

sizes 

such 

as 

128, 

192 

and 

256 

bits 

for 

encry

ption. 

Hence 

it 

makes 

AES 

algorit

hm 

more 

robust 

agains

t 

hackin

g.  

AES in 

counter 

mode is 

complex to 

implement 

in software 

taking both 

performanc

e and 

security 

into 

considerati

ons. 
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VI.CONCLUSION 

This proposed face detection biometric system 

using viola jones technique for detection of face 

and point matching algorithm is very efficient and 

highly secure system as it uses the triple des system 

for authentication. Thus the proposed system is able 

to produce an accurate and secure result. Also the 

face detection technique used in this paper requires 

less computational time and low error rate. It is 

secure, simple and efficient method for checking 

the authentication.  
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