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ABSTRACT:

OTP is a one-time password which is used as a security step in order to authenticate users. Normally the OTP is valid for a
particular transaction. So the time the OTP generated and the time it is used is important. Since the time gap between the
times the OTP received by the user and the OTP entered by the user can be comprisable. Most off the time the OTPs are send
through SMS. The OTPs are usually time based in the sense that they are valid for a particular period of time and some are
session based in the sense that the OTP is valid until the OTP has been entered into the system by the user. OTP has become
a very common approach for authenticating the user, and most of the OTP are SMS based type and when it comes to Net
banking OTP generation, either for online transaction or paying bill is a challenging task while using SMS based OTP.
Nowadays many mobile banking apps are being used and these apps are used for mobile banking system, so using this
mobile app as a base for the OTP generation we can curb the difficulties or challenges faced by SMS based system and
secure OTP generating system. The following paper gives a novel approach of generating OTP and securely transferring of
OTP to the users in order to complete the online transaction in order to curb the challenges that are faced by the Net banking

systems for the OTP generation.
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1. INTRODUCTION

Nowadays internet has become a part of our life. With the
help of internet, we are able to connect systems and systems
of systems to ease our work and saves our time. Since internet
is open to everyone so it is vulnerable to virus attacks,
intrusion and other active attacks.

With increase in the internet usage there is an increase in
concern of providing security for the information that is
available online. Even though there are many security
measures applied due to increase in technology it has become
very easy for the attackers or hackers to steal the sensitive
information. To steal the sensitive information there has been
many online attacks and some indirect way of stealing
information is through covert channel, and some other means
of stealing the sensitive information is through phishing.

The sensitive information includes user banking details like
credit card and account details. So stealing of these
information can lead to violation of the privacy data and the
sensitive data even can be misused. In order to curb these type
of attacks there has been a lot of development in the field of
internet security especially in providing security to online
transactions. When it comes to internet banking the main thing
before starting a transaction is to first authenticate the user.
The form of authentication is done with the user’s card

number and with the personal pin that is provided to the user
by the bank.

Back to the beginning of the security system for making a
transaction the banks started issuing a token to the user in
order to make transaction complete. The token numbers that
are issued to the users were unique that is no two persons have
same token number. This type of token system has been
widely used by the banks.

The token system was famous for a bit of time. The
uniqueness of the token number acts as a pin for making the
transaction. But the main problem with this type of system is
that maintaining the records of the token numbers and
verifying these token number was a burden not only that if the
token number was lost by the user creating a new token
number was a burden since the token number should be
unique and the newly generated token number has to be
updated into the records. So in order to curb these challenges
there has been may proposed methods which will be discussed
in the following session. Out of these methods OTP is one of
the method which acts as a security verification step in order
to authenticate the authorised user. The main advantage of the
OTP compared to the other methods is that the OTP sent by
the server is valid for a particular period of time and gets
invalidated once it has been used that is it gets discarded once
the user has used the OTP for making the transaction. Even
though the OTP system authenticates the user there has been
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cases where the OTP gets lost due to network failure since
most of the OTPs are SMS based and it is necessary the OTP
need to be sent to the user in a specified period of time so that
the session of the transaction wont gets expired. So it
necessary to consider how strong is the OTP that is the
method used for OTP generation is important, and it is also
important how the OTP reaches the user.

This paper proposes a strong OTP generation technique with
is a combination of what we have (card number) what we
know(password, IMEI number) and what we are (finger print).
So the proposed paper shows how the OTP generation method
is strong and efficient form others and the way of reaching the
user.

II. BACKGROUND WORKS

There have been many works proposed on how OTP can be
generated and there on the way how OTP reaches people. But
the methods that are proposed have both advantages as well as
disadvantages.

When we go to the beginning of the development of
authentication system there has been many ways the user gets
authenticated which include with the help of the token number,
using the personal card as well as using a personal pin. So
this acts as an authentication step in order know whether the
person is as he claims to be.

Some of the commonly known network attacks include
eavesdropping, data modification, identity spoofing,
password-based attacks, man-in-the-middle attack, and
compromised-key attack sniffer attack. Eavesdropping, in
most of the cases the network communications occur in an
unsecure format, which attract the attackers who has gained
access to the network line or the data line to listen in or read
the traffic. This method of monitoring the network is also
known as sniffing or snooping. Another network attack
includes data modification, in this type of attack the attacker
reads the data and then modify data without acknowledge of
the sender or the receiver. Identity spoofing is method where
the network and the operating system use the IP address of a
computer to identify a valid entry, in this case it possible for
an IP address to be falsely assumed-identity spoofing. The
attacker uses a special program to construct IP packets that
appears to originate from valid IP address inside the corporate
intranet. So the attacker after gaining access to the network
with a valid IP address, the attacker can then modify, enroot,
or even delete the data. Password-based attack is another type
of network attack where the attacker gets the user name and
the password through eavesdropping, since most of the old
applications do not always protect information that is passed
through the network for validation. So after gaining the access
to the network with a valid account the attacker then can
obtain the list of valid users and network information etc.. The
man-in-the-middle is an attack where someone between you
and the person with whom you are communicating is actively
monitoring, capturing, and controlling your communication
transparently. In the sniffer attack a sniffer application or
device is used to read, monitor, and capture network data

exchanges and read network packets. Key logging is a method
stealing information where every key pressed by the user will
be recorded, so by this way he can gain the sensitive
information like passwords etc. There havebeen many
proposed methods in order to curb these attacks. The
following methods that were proposed by the experts which
will give information regarding the way to protect OTP from
being misused by the intruder.
In the case of OTP generation there have been many proposed
ways which include using homographic graph by changed
location and angle of figure print feature and so on and for the
ways that the OTP reaches user there have been methods
includes representing OTP in QR format and sending OTP to
mobile with the help of short message service (SMS).
The OTP method have proven a great advantageous over the
authentication process. But there have been many attacks. So
it is necessary to make the OTP generation process stronger
and send the OTP to the mobile in most encrypted form so
that it makes harder to decode by the attackers.
When we look into the development of the methods of
sending OTP, they are sent to the authorised user by means of
SMS, the OTP is send in QR format [1] so that it is well
encrypted so that it will be impossible to break the code easily.
In this method
At first the OTP is generated in two methods
1. Time based OTP-the OTP changes at frequent intervals
2. Event-based OTP- the OTP gets generated by pressing a
button on the OTP device or token

User Id Time Humber
OTP 1
IMEI Number
v J.
Permutation "
Combination = oTF2

¥

CataBase

Fig.1 OTP Generation

By using the combination of the 3 parameters which include
customer id, current system time and random number OTP1 is
generated. That is hidden inside the QR code image.

In this method Permutation combination logic is applied on
the two parameters- OTP1+IMEI number and from that OTP2
is generated. So OTP1 is of 4-digit number which is
embedded in QR code and OTP2 is 8-digit number that is
calculated from OTP1.

In this method the main drawback is that the OTP gets
encrypted in QR format which is an image format and reading
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of the image require a separate device or an app in the mobile
in order to read the QR coded image. In the case of the QR
code encrypting of the OTP, even though the OTP gets
encrypted in the QR format the main drawback is that the
OTP is in an image format which require an OTP scanner.
When we discuss about the methods of the sending of OTP to
the authorised user, when we look into the SMS based OTP
there are far more disadvantages than advantages, for example
if a user want to start a Online transaction to send or pay a bill
the user is first authenticated using the card that he is having
and pin which he enters in the banking website so that the
transaction starts after the transaction process begins the bank
server than sends a SMS based OTP to the user to ensure that
if he is authorised user or not. This OTP process ensures that
even though in case if the users card number as well as users
pin number are stealing by some other means this OTP
method send a onetime password to the user’s mobile number
so that he gets verified as a legitimate user and complete the
online transaction. This OTP is session based.

Another method includes installing a java application on the
user smart phone or mobile phone which acts as token
generator that is OTP generator which was proposed by
indu[5]. In this method a J2ME program is developed and
installed on the mobile phone to generate the OTP. The
program has an easy to use GUI that is developed using the
NetBeans drag and drop interface. The OTP program can run
only on J2ME enabled mobiles. The OTP program has two
options of (1) generating the OTP locally using the mobile
credentials, and other way is by (2) requesting the OTP frim
the server via an SMS message. The overall design of this
method is described in the Figure (2)

In this model whenever the user starts a transaction the OTP is
generated on the application, but the disadvantage is that the
user need to install this application for only token generation
but cannot be used for any mobile banking and other
application etc. And furthermore when we take security into
consideration the paper proposed the generation of OTP on
client side using an algorithm, and same type of algorithm is
also used on the server side and the mechanism used to
generate the OTP is based on the PIN and username so it will
be easy for the attackers to steal the information easily and
can even can know the type of algorithm the mobile app use to
generate the OTP.So this proves the inefficiency of the system
and lack security.

TABLE 1
OTP METHODS COMPARISION
Method Advantage Disadvantage
Cheapest and | May gets delayed
SMS based | simplest due to network
OTP transferring of | traffic. Sometimes
OTP. the SMS won’t be
Whenever reached to the user
requested, the | on time due to the
SMS is directly | network traffic.
sent from the | This reduces the

server to the
authorised users
mobile

effectiveness of the
system.

QR based OTP

In this method the
OTP is encrypted
in the QR format

Requires an
additional  device
or pp in order to

generation

efficient way of
generating OTP.
Has high
reliability.

which is not | scan or read the
directly readable | QR code.
by the user.

App based OTP | It is a very | Need a separate

app just only to
generate the OTP
and the app cannot
be used for any

other purpose like
mobile banking
etc.

So by this we can say that the above proposed methods all
have both advantages as well as disadvantages, but in the
below proposing method proves that the it has more
advantages than previous proposed models.

The proposed paper elaborates on the way the OTP gets
generated and the way of transferring the OTP to the user or
customer in more efficient rather than conventional SMS way.
In the following paper we will be discussing about Advance
Encryption Standard (AES) 256 which was proven to be
efficient way of encrypting and generating OTP and sending
of OTP with the help of mobile banking app. A combination
of this will eventually improve the efficiency and security of
the OTP generation. It is necessary to note that some of the
payment are and must to be made through net banking. So the
OTP generation have crucial part in making the transaction
successful. Since we have discussed about the challenges that
are faced by the OTP generation a detailed description on how
these challenges were overcome will be discussed in the
following paper.

II1. RESEARCH

Due to the increase in the mobile usage by the users, usage of
mobiles has made the work simpler. Most of the online
payment or transaction are done through mobile banking by
using a mobile banking apps or using other apps which
integrates with the banks servers and online banking which is
done through browser. The main difference between mobile
banking and Net banking is that, the mobile banking can be
done with the help of the app provided by the authorised bank
like IndPay apps etc., but nowadays many online payment
apps include Phone Pay app, Paytm app are being used to pay
or transfer money from user to another user or organisation.

The apps other than the one that are provided by the
authorised banks works by integrating the transaction with the
authorised banks. The main difference of the apps provided by
the bank and the apps that support online transaction system is
that, the apps provided by the banks support any online
transaction to be done using that particular users banks
account while other apps first integrates with the all banks
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servers to which user have registered and then allow the
transaction to be done using any banks account. When we talk
about internet banking, it works with the help of browser. That
is, to start a transaction using internet banking it need the
assistance of a browser to start a transaction. So nowadays
many online transactions are done using mobile apps like
Paytm and other apps to save time and ease our work. So the
following paper tell how these apps are used to generate OTP
whenever a transaction is started by the user while using
Internet banking. And also the way the OTP gets generated
based on what we know (credit card details), what we have
(PIN or IMEI) and what we are (bio metric) so based on that
we will be generating a 256-bit number and using Advance
Encryption Standard we will be encrypting the OTP and sent
it to the user using the mobile banking app or any other
banking app that are registered using user mobile number.

The solution to these challenges include generating of OTP on
server side and sent it the authorised user mobile app on to
which he is currently logged on and the OTP gets encrypted
using AES (256) algorithm which was proven to be strong and
have less avalanche affect, the results were discussed in the
paper A AbhishekGandhi [2]. So using these a strong OTP
gets generated, gets encrypted and is sent to the user mobile
app in a well encrypted manner so that it will be immune to
the networks attacks like masquerading (an entity pretend to
be another entity), IP spoofing etc. and other network attacks
which was discussed above.

The figure 3 gives an overview of the entire process that will
be happening whenever the user requested an OTP. The
verification process includes, using the OTP which was
received by the bank server the OTP is used as a key to
regenerate the plain text by the process of reverse engineering.
The reverse engineering process, the OTP generation, keys
generation and transferring of OTP will be discussed in the
further section of the paper.

In the following session of the paper we will be discussion on
how the OTP gets generated and how the OTP will be
transferred to the user in an Encrypted format. we further
discuss about the how the bank server will know that the
notification reached the authorised person. After the OTP is
reached the authorised user as a notification in the mobile
banking app onto which he is currently logged on we discuss
on how OTP gets decrypted on the server side after user have
typed the OTP in the necessary fields in the browser. Section
A highlight the way on how OTP gets generated which
include just overview of how the transfer of OTP takes place
and overview of how encryption and decryption takes, it even
highlights the entire procedure of how the entire process takes
place, Section B discuss about on how gets encrypted, Section
C give a very detailed process of how the OTP will be sent to
the user and Section 4 gives the method on how the OTP gets
decrypted on the server side.
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Fig. 3Process Overview.

A. Generating of OTP

Normally OTP generation can be done by the following
methods: the first type includes generating a new OTP by
using mathematical algorithms based on previous, second type
is based on time synchronization between authentication
server and the client providing password, third way is by
again using mathematical algorithm. Now the method
proposed by ByungRaeCha [1] where OTP is generated by
using changed location and angle of figure print as we have
discussed already in the above session. But in the following
proposed method we not only use the finger print for OTP
generation but also use the combination of our card number,
IMEI number and what we are that is using finger print. The
IMEI number of the authorised user mobile will be used to
verify the users mobile to which OTP will be sent as a
notification in the mobile banking app. This mechanism is
used to ensure that the OTP will be reached to the authorised
person only. In case if the IMEI number of the user mobile
doesn’t match with the IMEI number which was stored in the
banks server then it gives a notification, on the mobile
banking app to which he is currently logged on, to the user
that the mobile which was being used is not authorised users

ISSN: 2455-1341

http://www.engjournal.org

Page 4




International Conference on Applied Soft Computing Techniques ICASCT-2018

mobile. Hence by this way the transaction ends and the OTP
won’t be sent to the user and henceforth the transaction gets
automatically gets cancelled and the user have to again start
the transaction from the beginning. This procedure will ensure
that only the authorised users can make transaction and no one
can misuse the mobile banking app for the transaction (like
masquerading). Figure 3 will give an idea on how the IMEI
number will be verified and how this IMEI number plays a
crucial step in authentication process.

[Mobile mabile banking
&

User bank server

Request OTP

Venfes :IMEI mmber

IME! numbr

e

sends Natfication ﬂ:.ccurdingly based on verficg{ion of IMEl numbar

Status uf IMEl number
veife

isplays Notfication Recieved fom the bank server

B s e e s SE

' T
T |
| |
| |
| |
| |
| |
| |
| |
| |

Fig. 4 IMEI NumberVerification Process
The figure 4 gives a brief description on how IMEI number
gets verified and how the bank server sends a notification to
the mobile banking app to which the user is currently logged
on. In the above picture at first the user requests an OTP to the
bank server in order to make a transaction. The bank server
then verifies the user IMEI number with the IMEI number of
the authorised user mobile IMEI number and sends the
notification accordingly to the mobile banking app on to
which the user is currently logged on. So by this verification
method even though the unauthorised person knows the
authorised person user id and password of the mobile banking
app and uses in his own mobile to get OTP, then the bank
server sends a notification to the unauthorised users mobile
banking app that please use the authorised mobile in order to
complete the transaction. So by this way the first step of
verifying the user mobile gets complete. Now in the further
section of the paper we will be discussing on how the OTP
gets generated.
Card number = CDi
Finger print or bio metric = BMi
Now using these number, we will be generating a plain text so
that it gets encrypted using AES algorithm and whenever the
user types the AES key or OTP in the specified field in order
to complete the transaction the OTP will be sent to the bank
server. And at the bank server the OTP gets decrypted and the
plain text gets generated. So by this means the generation of
OTP, encrypting of OTP and Decryption of OTP takes place.

The main purpose of using the AES algorithm is that it was
proven to be best as depicted in the paper proposed by
Abhishek Gandhi [2]. The results from the paper proves that
even though it has avalanche effect, but it still proves it is the
best when compared to other algorithms because of it
simplicity of the key and using of the XOR operation between
the plain text and the keys which is a much faster way for the
operation to take place.

_| Enceypion | |_ Keys Sent To User
Plain T S— With [EA—
e | .ﬁES[IISB} | | a0

Fig. 5 OTP Sending Process

In the figure 5 we can see that the plaint text gets generated by
using the CDi and BMi in a random fashioned manner. After
the plain text gets generated the second step includes
encrypting of OTP using the AES (256) algorithm and
accordingly the keys gets generated. The one half of the keys
will be sent to the user as a notification to the mobile banking
app and with the help of this app the user get to know the OTP
so that the user enters the OTP in the specified fields in order
to complete the online transaction. Here the OTP entered by
the user is the half portion of the key that was sent by the bank
server and other half of the key gets recedes in the server.
Figure 5 will give the overview of how the plain text will be
generated back based on the OTP entered by the user

T
Decrypti
Generating the | us;‘fl":::" L_ | OTP entered by
Plain Text re | the User
Keys |

Fig. 6 Decryption Process
From the figure 6 we can see that after the user have entered
the OTP that was received by the user through the mobile
banking app, the OTP which is half of the generated keys will
be sent back to the server and using the keys that was already
there in the server and the keys the keys that was sent by the
user which was OTP will get concatenated and the keys will
be formed.
The keys that was generated after concatenation will be used
to regenerate the plain text using the reverse engineering
process. The reverse engineering process includes just the
reverse process of how the encryption took place that is
starting from the last step and going back to the first step. So
this is how the OTP encryption, decryption takes place.
Now as we discussed above this section give a detailed
procedure of how the OTP gets generated. The card number
CDi and the Bio metric BMiwill be first used to generate the
plain text. The process of generating the plain text include
combining of the BMi number along with the CDi number so
that the plain text gets generated. By using these number, a 16
bytes’ number gets generated. Every time when ever user
requests OTP a particular sequence of randomising the
number will be used.

B. Encrypting of the Text
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This section contains the brief description on how the plain
text gets encrypted using the AES 256 algorithm. The 256
AES algorithm is used to encrypt the plain text in order to
generate the OTP (keys) since it is proven to best by paper
proposed by Abhishek Gandhi [2]. AES stands for American
Encryption Standards.

There are three versions of AES includes:
TABLE 2
VERSIONS OF AES

Type Of | Number of | Number of | Number of
AES keys Blocks Rounds
AES-128 | 4 4 10

AES-192 | 6 4 12

AES-256 | 8 4 14

Now since the card number is standard but by using the
changed angle of finger print we can generate OTP by
combination of these and by randomising the numbers every
time so that the sequence of the number changes every time
whenever the user requests an OTP. And IMEI number is used
to authenticate whether the user is an authorised person or not
by verifying the IMEI number of the user mobile with the
IMEI number stored in the bank server which the user has
given to the bank while registering.

Now Using AES-256 algorithm we are going to encrypt the
generated plain text. Now the plain text gets generated by
using the CNi, BMi and randomizing these number we get a
16-byte number. Now we are going to encrypt this generated
plain text by using the above mentioned algorithm. AES
process include a 4 * 4 column-major order matrix of bytes. If
there are 16 bytes from by, b;...... , bys, these bytes can be
represented in the form of matrix

Now the combination of CDi, and BMi number are first
permutated and randomized in such a way that every time
whenever the user request the order keeps on changing and the
sequence of the order is remembered so that the sequence is
not repeated for the next time generation of OTP.

Process of an AES algorithm

1) Take the data into 4 * 4 matrix. In case if there is any
of the cell is free fill it with 01 so it completes the
matrix.

2) Add Round Key - EXOR operation takes place
between each input byte with the corresponding byte
of the first round key.

3) Main Rounds.

Sub Bytes- It is a non-linear substitution step where each byte
is replaced with another according to the lookup table.

Shift Rows- It is a transposition step where the last three rows
of the state are shifted cyclically a certain number of steps.
Mix Columns — In this a mixing operation takes place which
operates on the column of the state, combining the four bytes
in each column.

The description of the procedure followed by AES 256

is given below.

1) Add Round key:

In this XOR operation is performed between the initial sate
that is with plain text with cipher key or key at round-0. This
phase is called as initial round.

2) Sub bytes: In every state is replaced with input in S- box
table also known as substitution box.

3) Shift Row: A round left shift is performed on every byte in
each row of the stare. The number of shifts each byte is
different is different from each line.

4) Mix column: Do randomisation of data in each column
array state.

The main intention of modification of AES 256 is to increase
the complexity and increase the immunity of the AES 256
algorithm. The modification will be done on the S-box and
shift rows. The main reason for the modification to be done on
the S-box is to increase the confusion of AES and
modification on the shift Rows is to increase the diffusion of
AES.

After the encryption is completed a cipher text and a cipher
key gets generated from the plain text. After a cipher key is
generated it is added with the last 4 digits of the IMi number
for making sure that the legitimate user has received the
message.

Now in the case of generating an OTP, at first we take the 16-
byte number as a combination of CNi, BMi numbers a place it
in a 4 * 4 square metrics.

TABLE 3
CNi, BMi NUMBERS

1 5 1 9

4 7 4 6

2 8 9 4

7 01 3 7

Now the plaint text which is fed into the metrics is a complete
different sequence of plain text, since we have already
discussed above how the plain text gets generated and how the
permutation takes place according to the sequence number.
The next step is the initial XOR operation to each input byte
with the corresponding bytes of the first round key. The first
round key keeps on changing every time the user requests an
OTP. So the first round key is on always the same. So the
above mentioned table XOR with the first round key operation
is described in the following figure 7.

1 El 1 -] K 1

4 7 4 ] f-\, B El F L
z E ] 4 W ] 3 ]

7 o1 3 7 M | A W
Plain text Kev

Fig.7 XORing of Plain Text With Keys
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The main reason behind using XOR to apply the key and
another aspect it is fast and cheap that is a quick bit flipper. It
uses minimal hardware and can it can be done parallel since
no carry bits are needed. The next step is the expansion of the
keys. The later keys are derived from the initial key using a
simple mixing technique that’s is very fast. The figure 8
shows how the expansion of keys takes place. We see that
each bit of a rounds output depends on every bit from
previous two rounds. So to increase the diffusion 4 extra
rounds are add. So totally 14 rounds will take place and the
plain text gets encrypted using the AES 256 algorithm. After
the encryption is done the half of the key is sent to the user
and the remaining half resides in the server. So the key acts as
an OTP for authentication the user in order to complete the
online transaction.

K J Ji H Mn 7a c1 K1 N1 B9

8 H) 2 L Cv Th Yu 18 fu L9 Jo G3

M ) 0 04 F3 G5 L8 Ed 05 09 4

M I A v 0z Y7 us hj Ef cd ia Je
Initial Key #1 #10

Fig. 8 Keys at Different Rounds

The figure 15 shows how the key depends on the previous key.
The rest of the keys are generated by using the XOR operation.

C. Sending of OTP

After finishing of the encrypting of the plain text the next
challenging task is to send the OTP. The OTP in this paper
proposes is the use of the key. After the encryption is done a
key will be generated at the 10" round. Off course there will
be 10 key. When it comes to OTP the first half or the second
half of the key will be sent to the user as an OTP. The
choosing of the first half or second half of the key to be sent
as OTP depends upon the previous OTP. That is if first half of
the key is sent as OTP the for the second time when the user
requests the OTP at that time the second half of the OTP is
sent to the user. So by this randomised sense of sending of the
OTP will be generated. The OTP that will be sent to the user
make sure that the key contains only the digits. Even the count
of the digits that are sent to the user as an OTP will be exactly
6 digits. So by this the user receives the OTP that is sent by
the bank server. The overview of the OTP sending is
described in the figure 9.

Half of the key sent to the
user( only first or second
half of second half of 6

T digits are sent to the user)

05 | 08 | 04 | 06

01 | 03 | 05 User receives as a

»  notification in the banking
0z |03 | 08 | MM app

03 | 02 | 07 | 09

10t key
Fig. 9 Tenth Key Metrics
From the above figure 9 we can see that the 10" key which is
of 4 * 4 matrix consists of 16 bytes of data. Of this data the

first six digits of the key will be sent to the user as an OTP.
From the above figure we can see that the keys are arrange in
the matric column wise. So by taking out the digit’s column
we get the key as 05010203080303020405080706010109 so
this is a 16-byte information when extracted from the metric.
Since usually the OTP is of 6 digits the first half or the second
half of the key is sent to the user as an OTP.

Figure 17 will give an overview of how the OTP reaches the
banking server.

Bank ! | OTP entered by -
Server | | the User

Fig. 10 Transfer Of OTP To Bank Server
From the Figure 10 we can understand that the OTP which
was entered by the user travels through the network reach the
bank server. After the OTP reaches the bank server the
decryption process takes place. The description of the
decryption process will be detailed in the next section of the

paper.
D. Decrypting of OTP

In this section we will be seeing about the process of
decryption. In this section we will be discussing about how
the OTP will be used in the process of decryption, how the
decryption process takes place and how the plain text is
generated using the keys.

The decryption process is a reverse of the encryption process.
In the case of encryption process the plain text is encrypted
and the key that is produced by the algorithm is sent as a OTP
to the user who have requested for the OTP. The user enters
the OTP accordingly and the OTP which is half the key of the
10" key concatenates with the other half of the key and the
plain text is generated by the process of reverse engineering.
The figure 11 gives the overview of the procedure of the
decryption process.

o s Key
| Concatenation

Decryption
Process

Plain Text i__

Fig. 11 Decryption to Plain text

The figure 11 show the overview of how the procedure of
decryption process takes place. At first the OTP and the
remaining half of the key gets concatenated and by using this
key the remaining keys will be generated. After all the keys
are generated by using the XOR operation on the previous just
like in the case of key generation in the process of encryption.
After all the keys are generated the 1% key is used to generate
the plain text. Figure 11 will show the process of reverse
engineering to generate the plain text.

In the case of decryption process at first Add round key
takes place, then InvSubBytes, InvShiftRows,
InvShiftColumns, AddRoundKey, InvSubBytes,
InvShiftRows, AddRoundKey. This is reverse engineering
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process where we are coming right from the end of the
encryption process and retrieve the original plain text with the
help of Inverse methods like InvMixColumnsetc...So this is
how the decryption process takes place when the users OTP is
received by the bank server and the bank server process the
OTP and concatenates with the 10" key generated and later
using reverse engineering process the plain text is generated.

IV.CONCLUSIONS

The paper has proposed the best methods to the challenges
that are faced by the OTP generation and transferring of the
OTP to the user. This paper also provides with the best way
of encrypting the OTP and sending it to the user and also
describes the way of verifying the identity of the authorised
user by verifying their mobile with the IMEI number. The
paper also has proven to curb the most of the network attacks
like sniffing, masquerading etc. in order to steal the sensitive
information.
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