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INTRODUCTION: 

 

The concept of cognitive radio network 

(CRN) was introduced to increase the 

frequency spectrum utilization in wireless 

networks. A CRN comprises of two types 

of users in wireless networks: the Licensed 

or Primary users (PU) and the Unlicensed 

or Secondary users (SU). Security 

problems faced by a CRN are unique as 

compared to the ones in traditional 

Wireless Networks. The security attacks 

such as the Denial of Service attack at 

physical layer are capable of damaging the 

whole network. These attacks are to be 

prevented immediately. By using Elliptic 

curve cryptography based Diffie-Helman 

key exchange algorithm, PUE attack has 

been detected and by using Particle Swarm 

Optimization algorithm the PUE attacks 

are prevented. Diffie-Hellman key 

exchange algorithm provides security by 

exchanging two cryptographic asymmetric 

keys. Here the sender and the recipient 

have no knowledge of each other. They 

share a secret key over an insecure 

channel. In PSO algorithm by using node 

characteristics such as position, velocity, 

speed and energy are calculated. If there is 

a change in these node characteristics the 

attacker is detected and prevented 

immediately. 

 

EXISTING SYSTEM: 

  

A concept used in the existing system is 

Sensor Network which encourages the 

Cognitive network. The wireless sensor 
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networks support the cognitive network. 

The Primary User activity and their 

information are usually detected by an 

associate sensor network and the 

information is send.   Here information on 

PU activity detected by a separate sensor 

network is transmitted by means of 

multiple hops in Cognitive Radio Network 

in a single sink. Here the main goal is, 

without affecting or interfere the licensed 

network the capacity of the unlicensed 

network usage should be maximized. Also 

if the licensed and unlicensed users are 

presented in the same area the coexistence 

between them must be maintain. Normally 

the usage of the spectrum is examined by 

the wireless sensor network and the 

awareness of the currently available 

network will be notified and used 

efficiently by the secondary network. Once 

the information is got by the secondary 

user it will be very helpful for the 

secondary user to communicate and data 

transfer without affecting the licensed user 

called Primary Network. But here the 

major drawback is high energy 

consumption. Due to multi-hop 

transmissions to Cognitive Network the 

end-to-end delay will be more. CR user’s 

cooperation is less since the mobile CRs 

are placed in the network. 

PROPOSED SYSTEM: 

The system proposes a CR network with 

disarticulate subset. It is one of the best 

methods for sensing. It can be obtained by 

high energy efficient resources. The 

cognitive network is composed of ad hoc 

CRs, assigning mobility to cognitive 

network to be more familiar. Here an ad 

hoc CR is considered as a cluster prime. It 

is surrounded by a cluster of sensor nodes 

within one-hop communication range and 

each cluster is further divided into subsets. 

To achieve energy efficiency, proper 

scheduling is used. It is based on the 

systematic behaviour of the primary users. 

The proposed system uses an energy-

efficient cluster restoring and subgroup 

formation (CUSF) process. The cognitive 

radio network randomly move in time and 

the subgroup of the clusters in the sensor 

network are restored accordingly in which 

only one subgroup in a cluster is active at a 

time while others switch to sleep mode. 

This can be switched to sleep mode for a 

certain number of time slots by the 

proposed scheduling algorithm, based on 

the primary user activity. Due to free and 

frequent moves of the sensor nodes and the 

subsequent CUSF process for each move, 

energy consumption for every node is also 

considered. Here the energy for each 

sensing is considerably less when 

compared to the communication energy. 

Thus, reducing the sensing energy helps in 

lengthening the lifetime of the sensor 

nodes in the network. In physical layer, 

PUE attacker’s behaviour are detected and 

reported to above layers. The cognitive 

radio network will not interact with a 

primary user network, and hence the 

secondary users usually lack information 

about the spectrum usage in the given 

network. The major four functionalities of 

CR networks are spectrum sensing, 

spectrum mobility, spectrum sharing, and 

spectrum management. These attacks cause 

risk to the information confidentiality and 

availability of a CR network. The attackers 

are detected by using Diffie-Helman key 

exchange algorithm and to provide security 

particle swarm optimization machine 

learning algorithm is used. 
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METHODOLOGY: 

 

 

 

 

 

 

 

 

 

In the net 

 

In the network formation, the primary user  

and secondary user nodes are created 

dynamically. Then the data packets are 

communicated among the primary users. 

TCP is used for establishing the connection 

between the source and destination. File 

transfer protocol (FTP) randomly choose 

different source-destination connections. 

Then cluster sensing takes place. Here we 

search for the neighbouring nodes. To 

discover the neighbour node, we send a 

request message and calculate node 

position. The node position, speed and 

velocity are updated for every millisecond. 

Then the PUE attacker is detected and 

prevented successfully. 

 

IMPLEMENTATION: 

In our project first we have created four 

static nodes called service provider for 

providing spectrum range and under this 

range of spectrum there will be a certain 

number of primary and secondary users are 

present. The primary user and secondary 

user are created dynamically. 

Every primary users and secondary 

users have their own energy, velocity, 

position and speed. Data transmission 

usually occurs between the primary users.  

The spectrum provider will provide 

spectrum to the users based on the needs of 

primary users. Sometimes the spectrum 

providers move to the location where there 

is a need for spectrum allocation. From 

there, the node which has highest energy 

will be selected as a base station for data 

transmission between the primary 

users under the particular spectrum range. 

During data transmission from one node to 

another there might be an attacker or 

hacker who affect the data transmission 

and also to spoil the whole network. In 

order to find the attacker Diffie-helman 

algorithm has been used. In this algorithm, 

key verification is done using openssl 

gendh command. The Diffie-helman 

parameters are generated and key 

verifications are done. If there is a 

mismatch in these key then the node will 

consider as an attacker. The attacker is 

prevented by using particle swarm 

optimization algorithm. In this algorithm 

the attacker is prevented based on the 

characteristics of the nodes. 

PSO Algorithm: 

In this algorithm, the primary emulation 

attacker is prevented by calculating the 

node characteristics. The node 

characteristics include node position, 

speed, velocity and energy. Since the 

sensor nodes move from one place to 

another these characteristics changes for 

every millisecond. So the node 

characteristics are calculated for each and 

every millisecond. These values are stored 

internally and it can be used as a reference 

for checking the node characteristics. 

Step 1: Generate a cluster of nodes. 
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Step 2: Initialize each nodes with random 

position, velocity, speed and energy. 

a. Position or location of the sensor 

node, X=(x, y)  

 b. Velocity of the node V=(v1, v2), 

where v1 is the average velocity of the 

sensor node and  v2 is the current velocity  

  c. Energy of the sensor node, E   

Step 3: Update the position and velocity of 

each and every nodes at base station. 

Step 4: Then the Base Station makes the 

sensor nodes to perform clustering. 

Step 5: Check the inequality constraints. 

Step 6: If attacker is detected it is 

identified and prevented. 

Diffie-Helman Key Change Algorithm: 

In this algorithm, Key verification is done 

by generating an asymmetric key. The two 

main components for generating key are 

the node id and the candidate key. The 

node id is a unique id which is used to 

uniquely identify each and every node. The 

certificate id is used for generating a public 

key. The openssl is a general purpose 

cryptographic library which is a toolkit for 

transport layer security. The openssl gendh 

is used for generating Diffie-helman 

parameters. 

Step 1:  Requires two large numbers, one 

prime (P), and (G), a primitive root of P. 

 Step 2: P and G are both publicly available 

numbers. 

Step 2a: P is at least 512 bits. 

Step 3: Users pick private values a and b. 

Step 4: Compute public values. 

Step 4a: x = ga mod p 

Step 4b:y = gb mod p 

Step 5: Public values x and y are 

exchanged. 

Step 6: Compute shared, private key. 

Step 6a: ka = ya mod p 

Step 6b: kb = xb mod p 

Step 6c: Algebraically it can be shown that 

ka = kb. 

Step 7: Now we have a symmetric secret 

key to encrypt 

Performance Measure: 

The simulation has been done with 

parameters listed below[16]: 

         Metrics    Ranges 

   Geographic area  300 x 300 

              M     5 to 60 

              N       500 

  U (utility SU1…n)      2 x 10
5 
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               Fig 2. Packet Delivery Ratio Analysis 
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   Fig 3. Throughput Analysis 

 

No of packets received  

Throughput = ------------------------------ 

       Simulation time 

 

CONCLUSION: 

 

This project mainly focuses on the security 

problem that arises due to PUE attack in 

CR networks. Here we have dynamically 

created primary user and secondary user 

nodes. Service providers are made static 

initially but based on the primary user 

requirements they move from their location 

to allocate spectrum for every cluster of 

nodes. By using Diffie – Helman based 

key exchange algorithm, the PUE attacker 

is detected. Then to prevent these kinds of 

attacks, Particle Swarm Optimization 

algorithm is used. 
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