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I.     INTRODUCTION 

   WSN is a one of the type of ad-hoc network.  

WSN is a collection of tiny disposable and two 

power devices. Wireless sensor networks enable 

reliable monitoring and analysis of unknown and 

untested environments. Sensor devices sensing 

module, a communication module, memory and an 

exhaustible source of power like a small battery. 

WSN are used in many applications such as 

emergency response [1], monitoring of health [2], 

power grid and traffic management [3] etc.   

          To avoid the security threats, various security 

mechanisms are proposed such as Cryptography, 

Authentication and Message integrity, etc. However, 

they suffer from many vulnerabilities. The external 

attacks only can be solved by traditional security 

mechanisms.  To establish secure communication, 

we need to ensure that all communicating nodes are 

trusted.  To build the trust relationship among the 

sensor nodes [4]  trust models have developed by 

the researchers. 

 

II.     SYSTEM  OUTLINE 

The previously designed system takes the following 

barriers: 

      In the current systems, the trust values are based 

on the communication behaviour. The trust 

dynamic problem cannot be solved. Providing trust 

assessment for non-neighbor nodes becomes very 

important (e.g.) TPGFPlus [8] and improved 

LMAT Algorithm [9]. Updating of trust value can 

take more time and the Trust over time is another 

problem. The true and false recommendations are 

not distinguished. 

      Reputation based Frame work for Sensor 

Networks (RFSN) [5] was the first proposed for 

WSN. Reputation system and Watchdog are the two 

blocks of RFSN.  The reputation of a sensor node 

can be maintained by the reputation system. 

Watchdog is used for monitoring the 

communication behaviors of the neighboring nodes. 

Only direct trust is calculated using RFSN. 

     Later Parameterized and Localized trUst 

management Scheme (PLUS) [6] was proposed.  

Whenever a judge node receives packets from 

suspect node it checks for integrity.  If the integrity 

fails, trust of suspect node will be decreased and it 

gets unfair penalty. 

     Another similar algorithm named Node 

Behavioral Strategies Banding belief theory of the 
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Trust Evaluation algorithm (NBBTE) was proposed 

based on behavior strategy banding D-S belief 

theory [7].  It establishes various trust factors to 

evaluate the trustworthiness of sensor nodes. 

A. System Design 

      There are three nodes namely subject node, 

recommender and object node.  Node A is named as 

subject node and node B is the object node.  It is 

multiport network i.e the sensor nodes directly 

communicate with the neighbor nodes within their 

communication range. 

 
Fig.1.Netwrok architecture 

III. STRUCTURE OF EDTM 

    EDTM consists of two main components: One-

hop trust model and Multi-hop trust model which 

includes following six components: direct trust 

module, recommendation trust module, indirect 

trust module, integrated trust module and trust 

propagation module. 

      When subject node wants to obtain trust values 

of an object, it checks the recorded list of neighbor 

nodes.  If the id of the object node is in the list of 

the neighbor node, one-hop trust model is triggered 

or multi-hop trust model is started.  In one-hop trust 

model, if the trust is calculated based on direct 

experience of the two nodes, it is called as direct 

trust module. Otherwise, the recommendation trust 

module is build.  In the multi-hop trust model, if the 

subject node A receives recommendation from 

other nodes about B, indirect trust module is 

established. 

 
Fig.2.Structure of EDTM 

 

IV.     TRUST CALCUATION IN EDTM 

       In the   literature [10], many definitions given 

to the trust. Trust is always defined by reliability, 

utility, availability, risk, quality of service. Trust is 

defined as a belief level that one sensor node puts 

on another node for a specific action according to 

previous observation of behaviors. That is, the trust 

value is used to reflect whether a sensor node is 

willing and able to act normally in WSNs. In this 

paper, a trust value ranges from 0 to 1. A value of 1 

means completely trustworthy and 0 means the 

opposite. 

        Trust has three important properties [11] and 

[12].  They are asymmetry, transitivity and 

Composability. Asymmetry implies that if node A 

trusts node B, it does not necessarily mean that 

node B trusts node A. Transitivity means the trust 

value can be passed along a path of trusted nodes. If 

node A trusts  node B and node B trusts node C, it 

can be inferred that node A trusts node C at a 

certain level. The transitivity is a very important 

property in trust calculation between two non-

neighbor nodes. Composability implies that trust 

values received from multiple available paths can 

be composed together to obtain an integrated value. 

 
A.Calculation of Direct Trust 

           Direct trust is composed by considering 

communication trust, energy trust and data trust.  

The sensor nodes in WSN usually collaborate and 

communicate with neighbor nodes to evaluate 

whether the sensor node is normal or not. 
 

B.Communication Trust 

           The communication trust reflects if a sensor 

node can cooperatively execute the intended 

protocol.  It is also based on sensor nodes prior 
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communication behavior.  If the communication 

channel between two sensor nodes are unstable and 

noisy, monitoring the previous communication 

behavior becomes uncertainty.  So we adopt a 

subjective logic framework [13] which is a triplet T 

= {b, d, u} where b, d, u corresponds to belief, 

disbelief and uncertainty.  The communication trust 

is calculated based on successful (s) and 

unsuccessful (f) communication packets.  
 

Tcom =

����
�                                              (1) 

Where, 

                   � = �
����	  , 
 = 	

����	 

 

C.Calculation of Energy Trust 

               The energy trust is used to measure if the 

sensor node is competent in performing its intended 

function or not.  An energy threshold � is defined.  

When residual energy ��� falls below the threshold 

value then the energy trust is considered to be 0.  

Otherwise the trust is calculated based on energy 

consumption rate as follows 

  

Tene = �1 − pene, ���� ≥ Ө
0, ���� �

.                  (2) 

Where pene is calculated based on ray projection 

method [15]. 

 
D.Calculation of data trust 

           The data trust is the trust assessment of the 

fault tolerance and consistency of data, which 

affects the trust of sensor nods that create and 

manipulate the data.  It is based on probability 

distribution function [17].  If the value of data items 

is close to mean the trust value is high and vice-

versa.  Therefore data trust is calculated by  

 

� !"#"$ = 2& ' ($!(∞

)*                             (3) 

 

 

  
E.Recommendation trust 

            The recommendation trust is a special type of 

direct trust.  As shown in fig.3, When subject node 

wants to obtain recommendations of an object node 

B, it transmits the recommendation request message 

t the neighboring nodes.  Upon receiving the 

request message, the qualified nodes will reply if 

they have recommendation of node B.  Based on 

the recommendation node A filters the false 

recommendation and compute the recommendation 

trust of node B. 

    

  
Fig 3.Recommendation trust 

 

F.Indirect Trust  

         It includes three selection mechanisms.  The 

first selection mechanism can find the shortest trust 

chain, thus communication overhead for indirect 

trust calculation can be minimized.  The second 

selection mechanism can choose the must 

believable trust chain but it is not energy efficient.  

Third selection mechanism is the best one.  The 

subject node A is broadcast a recommendation 

request message to its next hop recommender and 

waits for reply.  Upon receiving a request message 

the recommender will check if they have any 

information needed by node A.  If object node B is 

not a neighbor node of current recommender it 

continually forward the request message to its next 

hop recommenders. 

 

 
 Fig 4.Indirect Trust 

 

V.   PERFORMANCE EVALUATION 

 
   A. Simulation Parameters  

          The network simulator ns-2 [11] has been 

implemented for the proposed scheme and  its 
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performance compared with some existing 

mechanisms. The 802.11 MAC layer implemented 

in ns-2 is used for simulation.  The nodes which has 

the  trust value less than 0.4 are taken as malicious, 

nodes with trust level between 0.4 and 0.9 are 

assumed be suspected and those with trust value 

greater than 0.9 are assumed to be trusted.  

        In every one-minute interval, the trust values 

are exchanged. Each node has a buffer capacity of 

64 packets with secure routing protocol.The 

detection rate of malicious node and the energy 

consumption of EDTM and NBBTE are compared.                                   

The deployment area is set to be 100*100m. There 

are 100 sensor nodes deployed randomly in the 

sensing area. The nodes which are affected are 

simulated by the following five kinds of malicious 

attacks: selective forwarding attack, data forgery 

attack, DoS attack, on/off attack, bad and good 

mouthing attack. In order to compare the subjective 

trust value calculated by a sensor node, the 

objective trust is also derived.  

     Based on the actual information of each node 

without considering any network dynamics such as 

node mobility, trust decay over time and any 

malicious attacks the objective trust is calculated. 

Therefore, the subjective trust values are mostly 

lower than the objective trust values. 

 
Fig 5 network topology 

 

Performance metrics: The performance of the 

proposed EDTM approach are evaluated by using 

the following  metrics such as the residual energy, 

detection radio and  trust values. 

TABLE I 
SIMULATION PARAMETERS 

Parameter Value 

Application 

Traffic  

10 CBR  

Transmission rate  4 packets/s  

Packet Size  512 bytes  

Channel data rate  11 Mbps  

Area  100m*100m  

Simulation time  800  

 

VI.   SIMULATION RESULTS 

          The proposed algorithm with results obtained 

in this simulation used the performance metrics to 

validate. 

 
Fig 6  throuput 

 

 
Fig 7 Delay 
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Fig 8 PDR 

 

 
Fig 9 Energy 

 

   The existing system can be compared with the 

proposed ETDM and it shows that EDTM is very 

efficient and effective.  

 

VII.   CONCLUSION  

          The trust model has became very important 

for the detection of malicious nodes in the wireless 

sensor network. In many applications such as 

secure routing, secure data aggregation and trusted 

key exchange EDTM can assist. Because of  the 

wireless and resource constraint features of WSNs, 

WSN needs a distributed trust model without any 

central node, where neighbor nodes can monitor 

each other. Trust model is required to handle trust 

related information in a secure and reliable way. In 

this paper, a efficient and distributed trust model 

named EDTM is proposed. The calculation of direct 

trust, recommendation trust and indirect trust are 

discussed in the EDTM. Trust propagation and 

update are studied in this paper. Simulation results 

show that EDTM is an efficient and attack-resistant 

trust model. In our future research, we plan to 

address the threshold definition and the selection of 

proper value of the weight which  is still a 

challenge problem. 
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